ellucian.

How to Enroll in the ellucian Accounts Hosting Password Management System

*Password Assighment:

First-Time-Use:

The first-time-use password rule will be in effect upon initial login into the system. After accessing the system
login screen and entering the assigned User ID and first-time-use password as issued by the Administrator, the
user’s assigned password must then be changed by following normal security conventions.

Password Example:

Users will be required to select a complex password from a large and diverse character set. Passwords must
contain three out of four of the following character types: uppercase letters, lowercase letters, numbers, and
special characters. Passwords must be at least eight characters in length and contain a mix of alphabetic,
numeric, and special characters, e.g.,JJ34QkQ45K!.

Password Changing/Expiration:

Users will be required to change their passwords every 90 days.

Password expiration is set at a 90-day rotation interval, at which time the user will automatically be
prompted by the system to change their password.

Account Locking:

Accounts will be locked after five failed login attempts.

Ellucian has a hosting self-service system, which allows you to reset your password via your email address. To
utilize the system, a user will be required to subscribe to Accounts Hosting @

https://accounts.hosting.sungardhe.com and add their email address.

*These password guidelines follow the ellucian Password Governances and Conventions outlined in
Table 2 of the ellucian Access Control Provisioning Policy.
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How to enroll in Accounts Hosting:

Step 1: Go to Accounts Hosting @ https://accounts.hosting.sungardhe.com.

Step 2: Sign in to Accounts Hosting using the following steps:

Log on to: ADADMIN

Change Password
Change your passward uising cirrent password

Qg
R

otcha code
ompted.
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Enter your ellucian
Manage your ADADMIN or ADDMZ account password from this website username.
Password: =

Enter your ellucian first-
time-use password.

Select the appropriate
domain as provided to
you in your email from
SGHE.

Click “Login” to
continue.

v iTusied sites j Protecied i
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Step 3: First-time users of a ellucian account are required to change the assigned password created for the
account upon their first login attempt:

I}
‘ Enter the assigned
Domain Password Policy Requirements password from the

s The minimum password age is 1
+ The maximum password age is 90 account setup email.

= The minimum password length is 8

-

No. of Password Remembered is 12

-

The password complexity property is Enabled

| / Enter a new password
Old Password  |eeecceeese
following previously

New Password  |esssesese word Str Good

outlined normal

Confirm New Password  |esssesese

security conventions.

Click “Ok” to continue.

/' Trusted sites | Protected Mode: Off ¢y v R 150% v

After clicking “Ok” the browser will reload the page https://accounts.hosting.sungardhe.com.
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Step 4: Sign in to Accounts Hosting using the following steps:

1
i
i
i
i
i
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i
L=
Enter your ellucian
i username.
Manage your AUAUMILIIN OF ADUIM4 account passwora rrom tnis weosite. l

Log on to: ADADMIN

Enter your ellucian first-

User Registration

time-use password.

Change Password
Change your password using current password

@ Select the appropriate
“ domain as provided to
=1 you in your email from

SGHE.

iptcha code
rompted.

Click “Login” to
continue.

Step 5: After login, you will be prompted with this screen:

Welcome! This portal offers you the power of password self-service!

a ® Password self-service: Reset password yourself when you forget it! Don't wait for the helpdesk!
-.l_ » Self-zervice Account Unlock: Unlock the computer, when you are locked out of it.

#» Self-service Directory Update: Update the changes in contact details yourself! And more..

Enroll now to enjoy these benefits! Click Herg F

2” to continue.
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Step 6: Select questions from the drop down boxes, and enter the answers into the appropriate answer fields:

- Welcome, tkaiser
ellucian. g8

Change Password ‘

EEEGte— |

User Registration | (2) Heip

The information you provide here would be used to authenticate you when attempt to reset password or unlock your account.

Security Que & Ans rification Code F

Step 2: Click on the Verification Code tab.

Length Specification

= The minimum length of the answer(s) should be 5 characters and maximum allowed is 255 characters

Register Your Security Que & Ans

[OITICCa [— Please Select a Question-----— [=]

Hide Answer(s)

Step 1: Select questions and enter answers.

Done ./ Trusted sites | Protected Mode: Off G- ®Rasow -
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Step 7: Click on the Verification Code tab. Enter an email address. If your password needs to be reset, an email

notification with a verification code will be sent to this email address:

= Welcome, tkaiser
ellucian. g8

Change Password

el Frroiment |

User Registration (2) Help
The information you provide here would be used to authenticate you when attempt to reset password or unlock your account.
Security Que & Ans  Verification Code
Enter a valid email address.
Register Your Email Address(es)
[tim kaiser@ellucian.com |
\ . " ”
Click “Enroll” when done.
Done ./ Trusted sites | Protected Mode: Off o v % 150% ~

Where Do | Go for Help?

"Open a Service NOW (SNOW) Ticket/ Request to ellucian”
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